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Abstract

The interaction of online political agency with territorial politicsis evident in
the many agents using the network geography of the Internet to circumvent
institutions of United States hegemony. The United States is dependent upon
the concept of territoriality to maintain both its power and stability throughout
the capitalist world-system, but the Internet offers agents an ability to
circumvent territorial sovereignty and geopolitical institutions of control. The
US realizes that unimpeded, online agents threaten the force propelling the
hegemony — the fluid and controlled exchange of high value information capital.
However, it is argued that the US currently suffers from “spatial dementia’ — its
attempts to adapt to the security risks of the networked geography of cyberspace
are undermined by territorial dependence and assumptions. Furthermore, itis
hypothesized that due to the state’ s dependence on territoriality, only a strategy
of cooperation by the United States with the networked trans-national
corporations controlling the cyber infrastructure will likely alow for stability in
the virtual world. Inturn, it is speculated that such a development may lead to
the inevitable decline of US hegemony, and forge a new type of ingtitution, a

corporate ultra-hegemony, within a network metageography.
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Introduction

Cyber attacks against U.S. networks and infrastructures have increased
dramatically in the past five years — from 3,734 registered attacksin 1998 to
more than 82,000 attacks in 2002 (CERT, 2002). During the 1990s the United
States moved a vast mgjority of itsindustry, business, services, and critical
infrastructures into the networked geography of the Internet, with little regard
for the potential security risks that would indubitably arise from such actions.
Due to the fact that today nearly all critical infrastructures behind United States
power are dependent on the Internet to function properly, the U.S. government
has an interest in establishing regulations and protecting its political and
economic institutions in cyberspace. However, attempting to catch-up in cyber-
security is proving difficult for the United States, because online agencies are
often deterritorialized and networked around the world. Furthermore, the
United States suffers from spatial dementia: territorial strategies of power are so
engrained in itsinstitutional underpinnings that thus far it is incapable of
modernizing its real world role into cyberspace.

Social movements and individual online agents utilizing cyberspace for
political purposes comprise an important and researchable processin the
deterritorialization of geopolitics at this point in history. This study will
contribute to the growing amount of literature attempting to understand the
deterritorialization of post-modern geopolitics as part of a broader, systemic
process currently linked to U.S. hegemonic decline (Agnew and Corbridge,

1995; Hint, 2001a, 2001b; Taylor, 1993, 1996). Though numerous pieces of
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literature discuss the deterritorialization of geopolitics and shed light on its
various explanatory factors (Agnew, 1994, 1998, 1999; Agnew and Corbridge,
1995; Arrighi, 1994; Hudson, 2000; O’ Tuathail, 1996, 1998a, 1998b, 2000;
Taylor and Flint, 2000), relatively few have concentrated on the links between
the geopolitics of cyberspace, socia movements, and nation-states. Thiswork
will focus on the geographic tensions evident in the conflict between online
dissidents and a U.S. hegemony attempting to regulate a networked, virtual
space it helped create. Finally, heeding Flint’s (2001a) call for attempting to
place post-modern geopoliticsinto a historical materialist framework, this piece
will use ageohistorical lensin its analysis of the deterritorialization of
geopolitics (O’ Tuathail, 2000), and therefore contribute to the potential
accumulation of similar studies.

Asthe Internet continues its rapid expansion into households and
institutions around the world online attacks have continued to increase. More
importantly, the Internet has found itself of particular use for political purposes
by avariety of actors (Chroust, 2000; Froehling, 1997; Ronfeldt, et al., 1998;
Sieberg, 2001; Wray, 1998). Many online agents and resistances are aimed,
either directly or unwittingly, at institutions of United States hegemony. Thisis
to be expected, as the United Statesis entering a period of hegemonic decline
(Agnew, 1993, Agnew 1998; Arrighi, 1994; Arrighi and Silver, 1999; Taylor,
1993, 1996, 1999; Taylor and Flint, 2000). During periods of hegemonic
decline attacks on the hegemony become more common, more violent, and the

hegemony’ s past ability to bring about political consensus around its ideological
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underpinnings becomes fragmented (Arrighi and Silver, 1999; Taylor, 1996;
Taylor and Flint, 2001). Many studies looking at hegemonic decline have
concentrated upon inter-state competition with the hegemony, asin the past
competition with the world hegemon was usually between states (Taylor, 1993).
However, hegemonic decline aways brings with it a process of
deterritorialization of politics (Arrighi, 1994; Flint, 2001a). Today’s rapid
deterritorialization of geopoliticsis part of the larger process of the hegemonic
cycle within the capitalist world-economy, and thus, it is predicted that
geopoliticsislikely to reterritorialize again (Arrighi, 1994; Agnew, 1993, 1998;
Flint, 2001a; Flint, 2001b; O’ Tuathail, 1998). On the other hand, some argue
that US hegemonic decline differs from those of the past (Taylor, 1993, 1996).
It is hypothesized that perhaps the world-system is on the cusp of a
metageographic shift from aterritorial based political geographic power
structure to one based on networks and flows (Agnew, 1994, 1999; Taylor,
2000, 2001; Taylor and Beaverstock, 2000). It would be impossible for a state
hegemony to function in such aworld, and instead a new coal escence of power
would have to rise in a network fashion, perhaps alinking of core agencies
around the world in atype of “ultra-hegemony” (Taylor, 1996). By looking at
online political agency, this paper will discuss the likelihood of these two
outcomes.
Online dissidence as part of hegemonic process
Though proponents of continued U.S. world power exist (Hardt and Negri,

2000; Modelski, 1987), their calculations are frequently based upon a narrow set
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of variables, primarily U.S. political and military capabilities. Often such
calculations are undermined by episodic thinking and not placed in a broader
temporal framework (Wallerstein, 1998). Studies based on geohistorical
analysis and comparisons to past hegemonies overwhelmingly conclude that,
though the United States remains strong both militarily and economically, itis
in fact declining (Agnew, 1993, 1995; Arrighi, 1994; Arrighi and Silver, 1999;
Taylor, 1993, 1996, 2000). Hegemonic power is not derived from military and
political ability aone, but rather from three realms. economic dominance,
political-military capability, and integrative power (Arrighi, 1994; Boulding,
1989; Taylor, 1996, 1999; Taylor & Flint, 2000). Furthermore, hegemony is
best understood as a cyclical process within the capitalist world-system that
historically lasts approximately 100 years — termed the hegemonic cycle — and
forges a geopolitical order around its integrative power base.

Though hegemony in the capitalist world-system is defined as a state
operating at the international scale, world-systems theory incorporates important
elements of Gramsci’s (1971) intra-state analysis of hegemony. Gramsci (1971)
argues that the hegemonic power of the dominant classliesin its ability to build
consensus and does not require force or violence to create an order in internal
politics. Thus, when consensus is lacking and force is needed to induce control
over rival classes, hegemonic order is either declining or no longer present.
International systems theorists argue that the world hegemon functions in the
same manner. Internationa relations theorists have adapted Gramsci’ s theory to

the inter-state level of analysis — where one state becomes dominant and forges
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global cooperation through its consensus making abilities (Keohane, 1984).
Boulding (1989) has called this integrative power. In contrast to destructive
(e.g., violence) and productive powers (e.g., ideas, innovations, and
technological developments), integrative power involves the ability to build
organizations, create groups, inspire loyalty, and develop legitimacy, but also
has the downside of creating enemies, alienating people, and thusin addition to
its positive manifestations always maintains a shadowy self-destructive tension
(Boulding, 1989: 24-25). World hegemons use integrative power to get states to
willingly defer to the hegemony’s desired order within the capitalist world-
economy (Keohane, 1984). To use pure force to accomplish such international
consensus would illustrate alack of hegemonic authority and would be too
expensive for a hegemonic power to maintain (Arendt, 1969; Keohane, 1984;
Modelski, 1987).

The hegemony is the indisputable world leader in economics, rising to
power through dominance of trade, production, and finance (Arrighi, 1994,
Taylor, 1996; Taylor & Flint, 2000: 67). Much of the hegemony’s power is
derived from extrapolating more surplus capital from the world-economy than
any other state institution (Arrighi, 1994; Taylor and Flint, 2000). Dueto its
economic position, the hegemony is always attempting to expand the capitalist
world-system into new spaces in order to use its advantage to gain yet more
surplus capital (Arrighi, 1994). Thus, the growth of global free trade and
opening of new markets is paramount to the hegemony’ s ability to maintain

global power and order, particularly as competition from other agencies begins
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to grow. Freetradeisneeded in order for surplus capital to continue flowing to
the hegemonic state. The fewer barriersto fluid trade the better for the United
States. However, some societies will attempt to thwart the flow of free trade to
protect their domestic markets (Escobar, 2001).

There are several ways for the hegemony to contend with such
dissension, the most obvious method being through the threat of its dominant
military force (Modelski, 1987; Waltz, 1979). Y et, the hegemony at the height
of its 100-year cycle rarely needs to use military force — as was evident for the
U.S. following the Second World. In contrast, the Korean conflict represented a
beginning warning sign for the US that its hegemonic height was over —
culminating a decade later in the quagmire of Vietnam. Before decline, merely
the threat of force, or severe economic sanction, is generally enough to pull all
but the largest competitors of the world-economy in line (Agnew, 1993, 1998;
O’ Tuathail, 1996). For those that are initially obstinate to the hegemony, the
hegemony can offer economic enticements to prompt obedience. From the
eventual global acquiescence forged during the height of the hegemonic cycle, a
geopolitical order (Agnew, 1998; Keohane, 1984) isformed around the
ideol ogies of the hegemony.

But there is much more to hegemony than simple economic and military
superiority. Two oft glossed over aspects of hegemonic analysis are extra-
territoriality and prime modernity. Extra-territoriality isthe process by which
the hegemony spreads its political and economic sovereignty over other states

territory in order to better exploit them (Hudson, 2000). By setting up
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international institutions (i.e., UN, NATO, IMF, etc.) the hegemony is able to
expand its power into other territorially bound institutions without conceding its
own sovereignty (Arrighi, 1994; Hudson, 2000; Taylor, 1996; Escobar, 2001).
The creation of such institutions allows U.S. interests and political ideologiesto
have direct input and guidance on particular political and economic decisions of
other sovereigns and localities (Escobar, 2001). This helps keep markets open
from interference of capital exchange and maintains a stable geopolitical order
in which capitalist processes can operate smoothly (Arrighi, 1994; Keohane,
1984; Taylor, 1996; Taylor and Flint, 2000).

However, the hegemony also maintains an empowering social method
for infiltrating other sovereignties as well — the prime modernity (Taylor, 1999).
Taylor (1999) defines “prime modernity” as being synonymous with the
hegemony itself, asits technological prowess and society come to be viewed
around the world as the epitome of modern — the hegemony becomes what most
societies want to emulate. Prime modernity is an instrumental tool used by the
hegemony to ideologically export “away of life” (Flint, 2001a, 2001c; Taylor,
1999). Of course, the prime modernity is often centered on aspects of economic
innovation and lifestyle. Thus, under Dutch hegemony mercantilism, and with
the British industrialization, were the prime modernities (Taylor, 1996, 1999).
The United States' prime modernity is focused on mass-consumerism. Rather
than remain a benign element of others envy, however, by universalizing its

modernity as the path to the future, the hegemony cajoles other societies into
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opening their economies to the capitalist world-system and into believing that
emulation will a modern society make.

Unfortunately, the prime modernity is afallacy, an impossible goal for
most societies of the world (Taylor, 1996, 1999). Due to the dominant position
the hegemony maintains in gaining surplus capital through the core-peripheral
processes of capitalist exchange, those aspiring to the prime modernity are at a
severe disadvantage (Arrighi and Silver, 1999; Taylor, 1993, 1996, 1999).
Some societies come close to acquiring a similar modernity status, but a vast
majority will never achieve the “ American Dream.” Hence, it is only a matter
of time before those peripheralized by the capitalist world-system begin to focus
political action against the futile promises of prime modernity, often while
proposing alternative methods of social organization (Flint, 2001c; O’ Tuathail,
1998).

Those opposing various aspects of U.S. prime modernity have been
provided a new means through which to contest and confront hegemony — using
the non-territorial geography of cyberspace as a space of resistance (Castells,
2000; Himanen et al., 2002; Lenk, 1997; Pile, 1997). Through the technological
innovation of the Internet, developed under U.S. hegemony and used as yet
another method of extra-territoriality, a new social geography has been created
(Castells, 2000; Himanen et a., 2001; Mitchell, 1999; Poster, 1995; Rheingold,
2000; Ross, 1991; Wellman, 2001), providing groups and individuals
interconnected around the globe the ability to affiliate and act together. The

Internet provides a geography in which persons can reorganize and mobilize
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around non-territorially defined issues and through which they can subvert
traditional institutions of power that are based on concepts of territorial
sovereignty (Castells, 2000; Everard, 2000; Himanen et al., 2001; Luke, 1998;
Rosecrance, 1996; Ross, 1991; Wellman, 2001; Wray, 1998a, 1998b; Wriston,
1997; Youngs, 1999). Though other means and forms of deterritorialized
politics currently flourish, agents operating in cyberspace present one of the
most threatening forms of resistance to U.S. hegemonic power (PCIPB, 2002).
For the non-contained agents of cyberspace operate freely in the same network
geography in which the most valuable capital underlying hegemonic surplus
accumulation is located — information, knowledge, and finance.

Despite the importance of cyberspace, the United Statesis aso
dependent upon the concept of territoriality to maintain both its hegemonic
power and stability throughout the capitalist world-system. It relies onits own
territorial sovereignty to protect its political and economic interests, and as
already mentioned, uses prime modernity and extra-territoriality to infiltrate and
spread its sovereignty over other states. Silver and Slater (1999) argue that the
process of expanding extra-territoriality actually playsadynamicroleina
hegemon’ s eventual decline. Initsascension to power, the hegemony makes a
social compact with anti-systemic movements and agents (Silver and Slater,
1999) — offering them the prime modernity and the right to exist if they
participate in the new order. Over time, however, these promises fail to be met,
and in turn, the social compact fragments and order beginsto fray (Silver and

Slater, 1999). Asthetraditionaly infallible concept of territorial demarcation
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and control is called into question by the extent of hegemonic extra-territorial
power held over other state institutions, geopolitics begin to deterritorialize.
The hegemony’ srole as a container of surplus capital and dominant core
processesis chalenged. Thus, territoriality servesacrucia role as the container
of dominant core processes and surplus capital accumulation on which power in
the world-economy is based. Without the concept of territorial based political
institutions, hegemony is not possible; in fact, many argue the capitalist world-
system would cease to exist (Arrighi, 1994; Taylor, 1993, 1996; Taylor and
Flint, 2000; Arrighi and Silver, 1999). Thus as the dominant institution in, and
protector of, the capitalist world-economy, from the U.S. perspectiveitis
imperative that it maintain the function of territorial sovereignty in the
geopolitical order. Yet, paradoxically, it must also attempt to continually build
its power on concepts of extra-territoriality that thwart the relevance of
sovereignty in the inter-state system.

Thus far the United States has been impotent to stymie anti-hegemonic
agents operating in the extra-territorial virtual spaceit created. TheU.S. is
suffering from spatial dementia— territorial organization and strategy are so
engrained within its mechanisms and functions of power that it has thus far been
incapable of adapting to non-territorial adversaries. In essence, the spread of
the capitalist world-economy into the network geography of cyberspace has
presented incal culable new risks to the U.S. hegemony’ s position of power,
manifesting in the ability of anti-hegemonic, non-state agents to operate with

impunity, regardless of U.S. extra-territorial abilities, and attack the United
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States in spaces from which it derives its power. Hegemonic transition or a
systemic crisisis liable to result unless the United States comes to deal with the
risk of deterritorialized agents operating in cyberspace against its prime
modernity.

Online Agentsand Contemporary Deterritorialized Geopolitics

Asthe world hegemony has difficulty in adapting to the new geographic risk it
has invented, political agents utilizing cyberspace in various capacities have
begun to proliferate and grow in strength. Meanwhile, the network geography
of the virtual world continues to spread without overarching authority (L oader,
1997: 4). Asthis happens, movements concerned with various political issues
have begun to identify themselves, aswell asinform, connect, organize, and
mobilize new individuals, around various social issuesin a deterritorialized
landscape that has no borders (Brunn, 1999).

In cyberspace deterritorialized political agency intersects with the
territorial politics of the real world. In opposite fashion to the complications
faced by state actors with territorially defined spheres of influence, however,
non-state agents in cyberspace enjoy the advantage of fluid movement,
communication, and network structuring — they are mobile and diffuse, not
cemented in the real world. Furthermore, networked agents operating in
cyberspace are confident, realize the advantages that the geography of
cyberspace provides them, and rather than adapting to the geography of the

network, are often in the critical position of being able to continually reinvent

ianoas@psu.edu 12



lan Oas The Spatial Dementia of US Geopolitics

and shape this networked space to keep it beyond the control of traditional
political actors.

During 2002, 10 interviews were conducted with hackers in order to
gain insight into their spatial and political perspectives of online conflict with
real world political institutions. The participants of this study, their names
changed herein to ensure anonymity, were selected due to their willingness to
participate in alengthy interview and subject themselves to follow up
questioning. All of the respondents spent a considerable amount of time, often
more than once, answering my questions in various online hacker chatrooms.
Though small in number, the information provided from the interview subjects
lends accurate credence to the problem statement outlined at the beginning of
this paper that within online resistances against the US hegemony a shift to a
network metageography is manifest.

The methodological approach used in this study was that of the
exploratory case study, which is meant to focus on a particular issue,
illuminated by alimited number of cases (Creswell, 1998: 62). Theissueinthis
study is the extension of individual political agency into the nodal network of
the Internet and itsrole in confronting U.S. hegemonic power and interests.
This study uses a“holistic analysis’ (Creswell, 1998: 63) of all the coded
interviews to better illustrate the impact of online political agency in the
geopolitical world order. In general, case studies maintain alimited amount of
samples, or cases, so asto not water down the research (Creswell, 1998).

Intense analysis of afew samplesis often preferred over alarge quantity of
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samples (Creswell, 1998). Though it must be noted that this sample is not
definitively thorough — as there are millions of online agencies around the world
—from these interviews particular themes relevant to the hypothesis were
successfully extracted.

For simplification in this study, hacking and cracking® are combined
under the umbrellaterm “hacking,” which in turn is defined as using
information and communication networks to partake in actions that would be
impossible to successfully do in the real world. Often this means breaking into
secure networks, reprogramming others' space, or stealing information capital,
but it can also mean incidentally infiltrating spaces that one would not be able to
visitinthereal world. Today’s Internet was primarily invented, developed, and
formed by hackers — people experimenting out of curiosity and continually
pushing the envelope on new network technologies (Hacktivist.com, 2001,
Himanen et a., 2001). However, over the last twenty years, the U.S. hegemony
and global society have come to depend on interconnected information
networks for a plethora of critical infrastructural needs, those with the potential
to navigate and reorganize these networks increasingly find themselves vilified
and stereotyped by institutions whose powers are threatened by their existence.

Much of society’s view on the risk of hacking stems from actual, though

quite irregular, hacker attacks on the United States and its infrastructures during

! The difference in definition between “hacking” and “cracking” is contestable. However,
hackers are generally considered people who are programmers and good at computer
innovations, whereas crackers are more malevolent, purposefully using their programming and

network skills to break into secured computer-network systems.
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the late 1980s and 1990s (Freedman & Mann, 1997; Hafner & Markoff, 1995;
Sterling, 1993). In general, hackers with a political agenda have often targeted
the United States government, its alies, or corporate agencies attached to the
Internet as aform of protest or for pure opportunism. These virtual “break ins’
on state powers are not synonymous with traditional conceptions of “invasion”
or “illegal immigration.” In fact, numerous electronic intrusions in the United
States come from people residing within the world hegemon’ s territorial
sovereign. Once connected, place in the real world is of minimal consequence
to agents operating online (Everard, 2000; Himanen et a., 2001).

Though hacker attacks often appear random and lack systematic
function, they are inherently political. Though reasons for hacking vary
drastically, the philosophies behind hacking have dire implications for the state
of the capitalist world-economy. Though in most cases hacking stems from
curiosity (Himanen et a., 2001), or as some hackers have noted “looking to
have fun” (Darklaser) and “for pleasure, [with] no malicious intent involved”
(K-Pax), the impact of their actionsis extremely threatening to established
institutions. Hacker agency is driven by gaining, and then figuring out how to
maintain, access and interconnectivity to forbidden networks, the same
networks on which accumulation in the capitalist world-economy is coming to
depend, the result is a direct confrontation between the traditional protector of
free trade, the U.S. hegemony, and individual hackers. Thus, the seemingly
benign “curiosity” (Darklaser; K-Pax; Stinger) and “challenge” (Stinger) fueling

hackers harboring no direct political philosophy becomes, nevertheless, very
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political. The reasons why individuals hack matter not to the hegemony; what
mattersis the fact that hackers can operate without restriction. The following
guote summarizes this well:

“1 normally hack for the challenge of it. ... | don’t really have any longer

term goal, | just do it for fun. It’s not really cool to mess up peoples

comp| uters] unless you have a good reason” (Stinger).
The fact that Stinger could “mess up peoples’ comp[uters]” without displaying
any fear of retaliation or discipline, therein lies the risk to U.S. hegemony.

Y et, thus far, attacks have not been overly precarious to national security
or freetrade. When asked about this, K-Pax notes that “Internet terrorists are
really nonexistent because it takes too much effort to hack.” Though K-Pax
views hacking “as a wonderful tool,” as concerns political uses heis more
cautious, noting that it is definitely of use to political agents but “every tool has
two uses, good and bad.” Definition of what is good use, as compared to bad
use, however, is open to debate.

For quite contrary to being anti-capitalism, it isironic that hackers
threaten the hegemony perhaps more due to their unfaltering ethos of “free
trade.” Certainly it would seem contradictory that hackers espousing that they
“love capitalism ... aslong as the big corporations don’t screw everything up”
(Phantom) and “have nothing against Microsoft ... [unless] they eliminate
competition” (Stinger) could possibly pose athreat to U.S. hegemonic interests.
For certainly they have wholeheartedly consumed the prime modernity of mass
consumerism and neo-liberalism. However, hackers daily partake in a system

of literal free trade — property once acquired is reproduced and given away for
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free on the networks under the assumption that product diffusion and replication
isagood thing for the masses. Thus, though in fact all of the hackers
interviewed held the belief that “free trade is cool” (Lightblader), they often fail
to acknowledge the fact that their style of product diffusion goes against the
very processes upon which hegemony depends — surplus capital accumulation.
The United States realizes that unimpeded, hackers and other online agents
threaten the vitality of the force driving the capitalist world-economy, and
propelling the hegemony, when they partake in information capital diffusion.
Thus, regardless of whether online agentsrealize it, they represent a threat to
institutions of power dependent upon capital accumulation.

Even though hackers understand that information and knowledge
comprise valuable capital, their underlying ambition — to acquire and diffuse
knowledge to the masses to promote equal access across all spaces (Freedman,
1997; Hacktivist.com, 2001; Himanen et al., 2001; Ross, 1991, Sterling, 1993) —
goes directly against the core-peripheral processes underlying the capitalist
world-economy. A hacker’sview of the benefits from free trade differ radically
from those of most economists: “It’sironic but | normally [take] from
companiesthat | redly like ... cause| redlly like their programs ... [and] | don’t
have thousands to blow on their software” (Phantom). Rather than seeing
themselves as thieves or terrorists, many hackers feel like post-modern Robin
Hoods, fighting against the unequal distribution of information and knowledge
capital. Their motives are not directly concerned with changing the capitalist

system, just distributing high value information and knowledge to the masses.
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Practically echoing the cliché of any business school, Stinger notes that “in
cyberspace knowledge is power while in the physical world money and goods
[might] be more important,” and thus “the more knowledge you have the more
power and sometimes [the] consequences [that] come with it.” Having the
power to free and disperse this valuable knowledge is the risk hackers present to
the hegemony, and this ethos is universal throughout the hacker community
(Himanen et. al, 2001):

“Yeah... that’ s the other thing, the democratization of information as

opposed to monopoly by colleges and stuff. The ideathat colleges have

the correct information, that they’ re the only ones authorized to
distribute information. They had alock on education before the net ...
you couldn’t get accessto that info unlessyou ... attended the colleges,
which you could only do if you wererich. So in a sense the distribution
of information is more democratic now or rather more socialist”

(Darklaser).

K-Pax concurs, noting that “the internet is the greatest source of knowledge the
world has ever known” and that traditional capitalist “regulations are almost
impossible” there.

Online agents are not prone to believing that governments and
corporations are going to sit by idly while this free trading goes on. However,
due to their intrinsic position in creating and rerouting this networked
geography, they are not fearful of government attempts at regulation. Though
reasons varied, there was near unanimous accord that regulation of the Internet
is“impossible” (Darklaser, K-Pax, NetGod, Phantom, Stinger, and Shroom).
Some hackers could not even fathom why the United States would attempt to

even partake in such a colossal endeavor:
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“1 don’t really think we have to worry about government regulation of
the Internet.” (Stinger).

For Stinger it comes down to a simple matter of economics — the costs of
regulating the Internet far outweigh the potential gainsin his mind “and they
still couldn’t have it all regulated.” He believesthat in the anarchy of
cyberspace, the best a government can hope to do isto “regulate ... their
servers’ (Stinger).

Stinger’ s mention of the cost aspect and the impossibility of one
government ever regulating all of cyberspace raises some interesting points.

For though the U.S. most certainly desires to maintain stability throughout the
world-economy to facilitate the most fluid accumulation of capital possible, at
this point in the hegemonic cycle it may not have the capital resources or the
international cooperation to do so. Furthermore, it islikely impossible for a
single state to govern the Internet. Probably only a strategy of cooperation by
the United States with other networked powers can result in a comprehensive
regulatory system.

Subconsciously, hackers are aware that the roots of their advantage in
cyberspace are based in geography even if they are not versed enough in the
gpatial discipline to say so directly. K-Pax notes that, as concerns United States
regulation, there are “too many inlets. Theinternet is based off ... the network
structure. It breaks down alot of barriers that our government tried to keep up.”
Darklaser cuts straight to the crux of territoriality: “Well thethingis... which

government? A state government can only regulate the server[s] in its country.”
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Furthermore, Darklaser raises the question of defining responsibility in
networked cyberspace:

“If you have stuff on aserver whichisillegal... who is responsible?

The website provider? The user? What if the site allows uploads and

someone uploadsillegal stuff?’
Darklaser does not believe that such problems make all regulation impossible,
but he argues that the spatiality of regulation will need to change to be
successful. Instead of governing by area, as traditional geopolitical institutions
are inherently biased toward, regulation will only be possible directionaly: “you
can stop people from coming in (or at least try to) but how do you stop people
from going out to aforeign server?” Unless the hegemony is capable of
changing to this new geography, even regulation of direction will remain up to
sub-state actors in control of the networks (e.g., corporations and hackers).

Hackers are not blind to the fact that the United States has already begun
attempting to regulate the Internet. However, they argue that the U.S. will meet
little success in achieving this goal, just as they have failed in regulating current
network processesin the real world:

“1 think they tried [regulating the Internet] and gave up. It'sas

impossible asin thereal world. They can’t stop illegal immigration
either. People who want to comein will find away” (Darklaser).

“Of course [the U.S.] will try to [regulate], they need their tentaclesin
everything. | don't think they will be ableto. Theinternet isanarchy.”
(K-Pax).

Hackers also appear cognizant of the fact that lack of territorial

affiliation also plays akey rolein their abilities to avert particular everyday laws

that function in the real world. When asked about the reasons behind their
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powerful abilities and the failures of regulation in the virtual world, a plethora
of spatial commentary follows. As Stinger espouses, “... the scale and
complexity of the net isnot all in one spot. The servers are all over the world.

It would take an incredible amount of time and money to regulateit.” Darklaser
concludes that one of the problems for statesis that the Internet is an untamable
“virtual reality with connections to thisreality.” The Net’s ability to circumvent
real world bordersis definitely “part of” the hegemony’s problem.

Furthermore, the digitization of agency in cyberspace leads to problems of
tangibility and identification, as “cyberspace is sort of a different world”
connected to the real world that “deals strictly with information instead of solid
objects,” including human beings.

The anonymity of the Internet primarily comes from its network
geography. By alowing human agency to interact in the digital landscape,
cyberspace can be used as an appendage to real world human agency without
threat of bodily harm. In essence, the state’' s legitimacy to use violenceis
meaningless in adigital landscape. Even when capable of defending particular
nodes in the network, it is extremely difficult to discover an enemy’sreal world
position — “it [is] an advantage to not be seen or recognized” (Stinger). Though
many of those interviewed argue that “there is really no anonymity on the net,”
the fact remains that the success of statesin identifying skilled online agentsis
remarkably low. The intangible geography of cyberspace allows individualsto
partake in processes that would be impeded in the real world by established

political institutions.
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Established territorial methods of deterrence fail in network geographies.
The scale of operations that deterritorialized groups of actors can achieve when
globally organizing online easily overreaches the sovereignty of the territorial
state, and thus common state methods of deterrence, such as the right to use
violence, are compromised as atool of control. The hegemony, with its extra-
territorial reach has more capability than any other state institution of enforcing
rules through the threat of violence, but how to use “force” in the virtual world
raises serious questions. Harboring the most direct nodal links to cyberspace,
the United States finds itself in a precarious position, particularly when it comes
to regulating organizations that are global in scope, harbor anti-systemic
agendas, and are not affiliated with any territorial entity.
U.S. Attempts at Adaptation to Network Conflict
Not surprisingly, analysis of policy documents published by the RAND? and

ANSER? Corporations, as well as several affiliate institutes, demonstrate that

2 The RAND Corporation is a government-funded corporation specializing in informing U.S.
government policy in strategic and military studies. Its corporate mission —to “promote
scientific, educational, and charitable purposes, all for the public welfare and security of the
United States of America’ (Anonymous, 2002f) makes it one of the top publishers on U.S.
defense strategy. RAND also works on the devel opment of “theories and tools for decision-
making under uncertainty,” contributing to the development of network theory (Anonymous,
2002f).

% One of the major priorities of the ANSER Corporation (Advancing National Strategies and
Expected Results) isto inform U.S. policy and strategy for homeland defense. Thus, ANSER
operates the Ingtitute of Homeland Defense. ANSER’s mission statement is to “help our

nation’s public institutions cope with current and emerging challenges...” — Dr. Ruth David,
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the United States has been attempting to modernize to Internet security risks for
years. However, of more importance than the fact that the United Statesis
cognizant of the “cyber-threat,” is how the U.S. is attempting to adapt to it.
Analysis of documents demonstrates that though the United States concedes that
the network geography of cyberspace puts them at a distinct disadvantage, they
are primarily incapable of changing their strategies and methods of security to
adapt to the new, deterritorialized risks —the result of spatial dementia.

The threat of information warfare has procured numerous antidotal
competing policy recommendations (Anonymous, 1997; Buchan, 1996;
Cilluffo, 2000; Ware, 1997). Though analysis of contemporary policy doctrines
are split into two topics of discussion, those concentrating on strategies for
combating cyber-warfare between nation-states (Anonymous, 1998; Buchan,
1996; Cilluffo et al., 2000; Cilluffo, 2000; Dorobek, 2001; Fisher, 2001,
Molander et al., 1996; Mulvenon, 1999) and those focusing on asymmetrical
attacks from non-state agents (Anonymous, 2001; Arquillaand Ronfeldt, 1999a,
1999c, 20014, 2001b, 2001c; De Borchgrave et al., 2000; Fisher, 2001; Ronfeldt
et a., 1998), one thing links al policy documents — an urgent and inherent call

for drastic modernization of state defenses against digital network weaknesses.

CEO (Anonymous, 1999). It publishes the Journal of Homeland Security, in addition to
producing a weekly newsdletter with links to breaking stories and policies on homeland security

and new warfare — with over 10,000 subscribers.
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The Center for Strategic International Studies® warns straight away that the
information age “empower[s] individuals and non-state actors’ around the globe
(Cilluffo et a., 2000: 1). Larsen and David (2000) have added an important
gualifier to this fact — non-state agents may “ perceive justifiable reason to
challenge America sleadership” through the information networks. Whereas
“protection of core values or vital interests within a sovereign space is one of
the more universally accepted premises of national security,” today “the
applications and processes [networked telecommunications| have engendered,
do not succumb to territorial and geographical restraints’ because “ cyberspace
‘“unbundlesterritory’” (Fisher, 2001). AsArquillaand Ronfeldt (1999b, 1999c,
2001a, 2001b) note in their cyber-security books, the most precarious attribute
of any information war policy isthat it may be based on false assumptions that
do not pertain to networked conflict.

Review of U.S. policy and government documents illustrates that the
advantage for anti-hegemonic online agents liesin the fact that they better
understand the geography of conflict in cyberspace. Though policy informers
such as Arquilla, Ronfeldt, and Fisher espouse the importance of fighting
networks with networks and of the lack of territoriality in cyberspace, the U.S.
as astate ingtitution is incapable of promptly adapting to the new non-territorial

threats. Furthermore, it often suffers from territorial assumptions at numerous

* The Center for Strategic and International Studiesis a private, nonpartisan, and tax-exempt
institute comprised of 190 researchers addressing numerous realms dealing with policy and

strategy — including the study of challengesto U.S. and international security.
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levels of policy making (Anderson, 1999; Anonymous, 1997; Anonymous,
2001; Arquillaand Ronfeldt, 1996, 1999b; Buchan, 1996; Cilluffo et al., 2000;
de Borchgrave et al., 2000; Dorobek, 2001; Gray, 1999; Molander et al., 1996;
Mulvenon, 1999; Ronfeldt et al, 1998). For example, though it suffers over
20,000 network intrusions ayear, rather than plan for attacks by non-state actors
the Pentagon has largely concerned itself with defending against cyber-warfare
from other states, still tainted with state-centric thinking when it comes to
conflict (Fisher, 2001). Inthe Journal of Homeland Security, Larsen and David
(2000) argue that “[a]n integrated warning/information ... systemisrequired to
... mitigate effects during and after large-scale attacks and campaigns.” Such a
hypothesis exemplifies the assumption that U.S. interests will be attacked by
another state (Mulvenon, 1999; Vaida, 2001). The effectiveness such a system
would have at identifying an attack against one particular nodeis likely
minimal. Moreover, the idea of creating an early warning system is based on
defending against attacks on the U.S. homeland, but studies have thus far failed
to clearly define how this system would defend U.S. interests and institutions
globally.

The binary between domestic and international (Agnew, 1994, 1998)
defense contaminates the designation of separate cyber-security tasksto
government defense institutions. Perhaps nowhere do these territorial
conundrums come to light as glaringly as in the security and jurisdictional
discrepancies lying between the Department of Justice and the Department of

Defense. As the Pentagon suffers an increasing number of electronic intrusions
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every year, it remains primarily preoccupied with preparing for information war
in inter-state conflict. And though the FBI isin charge of protecting U.S.
critical infrastructure networked to the Internet, it finds itself with little or no
jurisdiction to pursue attackers when it determines that an attack was initiated
from overseas — for that is an international matter (Anonymous, 1998, p. 3-8).
The recent establishment of a Department of Homeland Security does little to
remedy the spatial enigma confronting the hegemony. In fact, cyberspace does
not affect a“homeland” per se, but rather millions of separate nodes lying
therein. Cyberspace not only failsto break down into domestic and foreign
spheres, amajority of adversarial agents operating on the Net are rarely
connected to, or affiliated, with any territorially based organizations.

Thus, it is here in these dichotomies between policy and sound strategy
that the spatial dementia of the United States stands out. Adaptation to cyber-
threats requires a thorough rethinking of strategy in a manner counter-intuitive
to the geographic norms of the state. For such changes to occur on amassive
scale and across all political institutions within the United States hegemony,
mistakes and setbacks in policy will certainly be made. In fact, some have
begun to argue that many of the policiesinitially instigated for cyber-defense
were based on false spatial presumptions (Anonymous, 1998).

Even policy papers arguing that old security strategies need to be
jettisoned for new ones are tainted with territorial assumptions that undermine
their overall usefulness. One RAND report concluded that “key national

military strategy assumptions are obsolescent and inadequate for confronting the
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threat of I[nformation] W[war]” (Molander et al., 1996: xvii), but then went on
to continually refer to the “vulnerability of [the] U.S. homeland” to cyber-attack
—displaying an inherent territorial biasin its envisioning of cyberspace. Both
institutional and corporate hegemonic interests are under threat wherever they
are around the world, not merely in the “homeland.”

A Networ ked Alliance: Cor porate Cooperation

Perhaps a more realistic approach to security isfound in the unanimity of
RAND and ANSER publications calling for security cooperation between the
private sector and government agencies (Anderson, 1999; Anonymous, 1998;
Arquilla& Ronfeldt, 1999b; Cilluffo et al., 2000; Cilluffo, 2000; de Borchgrave
et al., 2000; Stephenson, 2002; Ware, 1997). As Stephenson (2002) notesin the
Journal of Homeland Security, “with most American communications
infrastructure owned by the private sector, partnership is a necessity.” He
believes corporations must realize that their security depends on helping the
U.S. identify cyber-security breaches (Stephenson, 2002). Other policy makers
concur, stating in White Papersto President Bush and journal articles alike that
“[clooperation ... isthe only effective way to combat” the problem of Internet
security (Anonymous, 2001, p. 6), and “ Silicon Valley and the Beltway ... must
stand side by side and on equal footing in addressing [cyber] issues and
formulating responses’ (Cilluffo, 2000). Fisher (2001) espouses that the private
sector and telecommunications companies will become “key player[s]” in the

effort to secure information in cyberspace.
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Due to changes in sovereignty under the U.S. hegemonic cycle, as well
as changes in economic transactions now that borders play less of arolein the
world economy, some geographers have begun to argue that globalization is
bringing about a change in metageography, a* metageographical moment” —a
shift to a new way of viewing the world, aworld seen as a space of flows and
networks (Agnew, 1994; Taylor, 2001, p. 3). Metageography isaterm “to
describe the geographical structures through which people order their
knowledge of the world” (Taylor, 2001, p. 3), asociety’s “taken-for granted
world” (Taylor, 2001, p. 3). The metageography of the capitalist world-
economy over the past four hundred years has been relatively consistent — that
of asystem based on territorial spatial units, states (Taylor, 2001, p. 3).

M etageographical moments arise “when the old is eroded leaving a
geographical opportunity for a new picture of the world to emerge” (Taylor,
2001, p. 4). The most recent technological feat of the U.S. hegemonic cycle,
networked virtual space, is not only atool facilitating capital accumulation but
may be leading to “the deconstruction of national financial and cultural
boundaries which are an intrinsic attribute of [the modern world-system]”
(Loader, 1997, p. 9).

If a metageographic shift is being facilitated by the network geography
of the Internet and the new geographies of socialization that the cyber structure
facilitates, then the state institution will need to evolve or it may declinein
relevance and power within the world-economy (Everard, 2000). The

hegemony, of course, would need to lead other states in this modernization.
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Y et, due to the inherent territorial underpinnings of the state institution, the only
option for operating within a networked world may be to align the state with
networked, trans-national corporations controlling the resources of the cyber
infrastructure and capital. Through such an aliance, the state would have a
networked ally to fight deterritorialized threats.

Under the Bush Administration, the newly formed President’ s Critical
Infrastructure Protection Board (PCIPB) recently made partnering with
corporations official U.S. policy (PCIPB, 2002). The inability of the United
States government to secure cyberspace stems beyond the Net’s lack of
territoriality aone, but also centers on the fact that trans-national corporations
have far more power in cyberspace than the United States, as they own the
critical infrastructures, create the software used, and are already established in a
network fashion (PCIPB, 2002). The “applications and processes ...
engendered [by corporations], do not succumb to territorial and geographical
restraints’ (Fisher, 2001), and therefore, it has been successfully argued that an
equal alliance between the U.S. government and corporations would be
beneficial to the world hegemony (PCIPB, 2002). Asthe CSIS notesin their
comprehensive report on cyber-threats, “[state s|ecurity is now the
responsibility of each company, government entity and private institution” (de
Borchgrave et a., 2000: iii). Much policy concurs with this analysis arguing
that, through genuine cooperation between Federal agencies and private
industry, the U.S. might forge a strategic alliance networked around the globe to

help prevent attacks on U.S. interests (Anonymous, 1998; Cilluffo, 2000;
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Molander et al., 1996). In fact, the PCIPB notes as part of its official statement
of policy that it encourages the private sector to “develop plans to secure their
parts of cyberspace” (2002: 8). The former Director of the National
Infrastructure Protection Center concurs with this strategy, arguing that
“security isnot something ... the Federal government can do alone” (Vatis as
guoted by Anonymous, 1998: 8). This represents a dramatic change in the
policy of the US hegemony and perhaps for the state system in general; for, to
delegate certain aspects of state security to the private sector may represent the
beginning of a serious change in the role that the state will play within the
capitalist world-economy (Everard, 2000).

Surprisingly, the amiable relinquishment of network security dutiesto
the private sector may come quite easily from the various Federal agencies
involved in such an historic handoff due to their own inability to adapt.
Currently there is consensus in nearly all sectors of the U.S. government that
contemporary strategy and policy for defense in cyberspace has been practically
worthless (Cilluffo, 2000; Cilluffo et al., 2000; Fisher, 2001; Frank, 20014,
2001b). Itis plagued by contradictory policies, agencies, and assumptions
based on territoriality. Furthermore, over 85% of the Internet network is not
under government control but owned and operated by the private sector (PCIPB,
2002: 8). Furthermore, very few suggestions for modernizing government
institutions to these issues are capable of throwing off the yoke of territorial
strategies and assumptions that the state depends upon. The dichotomy between

theoretically discussing networksin policy and implementing necessary changes

ianoas@psu.edu 30



lan Oas The Spatial Dementia of US Geopolitics

in territorially based federal institutions has led to a hegemonic headache
(Fisher, 2001; Larson and David, 2000).
Conclusion
Asthis case demonstrates, the United States hegemony is engaged in a conflict
with various political agents using the Internet as a geography of resistance.
Furthermore, as aterritorially based political institution, the United Statesis
having difficulty adapting to the threats that the new network geography of
global resistance provides. It has been argued that the rise of online network
agents confronting U.S. hegemony is part of the larger process of hegemonic
decline. Deterritorialized threats of all types symbolize this, but the surge in
online agency provides amost explicit example of the world hegemon losing its
ability to forge geopolitical stability through traditional means of control and
regulation. Try asit might, the only way to fight networks is with networks
(Arquillaand Ronfeldt, 1996, 1999a, 1999b, 1999c¢, 2001a, 2001b), and
traditional territorially based strategies and methods will not work for the
United States hegemony in confronting networked agents. Unless the United
States awakes from its current spell of spatial dementia, online resistances will
maintain a distinct advantage (Arquillaand Ronfeldt, 1996, 1999a, 1999b,
1999c, 20014, 2001b) — continuing to expand and grow, as well as shape the
geography of the conflict.

Though this piece does not proffer evidence for prediction, some
speculative outcomes do arise. Failure to adapt to deterritorialized threats may

result in Taylor’'s (1993) “last of the hegemons’ hypothesis—where the U.S.
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declines as hegemon and no territorial state is capable of gaining the economic
and cultural power needed to become hegemony. A metageographic shift may
also be the outcome — if people begin to deterritorialize their identities and
organize in communication networks to the point of changing the role of the
nation-state (Everard, 2000; Taylor, 2001).

Theories of systemic change aside, perhaps the United States will simply
proceed down the path of other hegemonies. Geohistorical analysisillustrates
that during past hegemonic declines power sharing and cooperation between the
hegemony and other core powers has occurred to ensure the seas stay open for
the continuation of trade and the stability of the capitalist world-economy
(Arrighi, 1994; Arrighi and Silver, 1999; Keohane, 1984). Traditionally these
other powers are core powers that also have an economic interest in helping the
hegemony maintain the capitalist world-economy. Today it appears a parale
happenstance may be occurring with the U.S. aligning with trans-national
corporations (Arrighi, 1994; Taylor, 1993; Taylor, 1996; Taylor and Flint,
2000). Though the medium through which capital is exchanged is different
today — from shipping goods via the sea to packeting information across the
fiber optic virtual world — it isof crucia importance to the hegemony that the
Internet remain secure for capitalism, so that maximum profitability can be
gained from networked commerce. Arrighi and Silver (1999) argue that one of
the driving impetuses behind declining hegemonies making such alliances with
regional powersiscost. Asthe U.S. has made it official policy to call upon

corporations to help secure online commerce, finance, and trade from “online
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terrorists’” (PCIPB, 2002), certain parallels between past hegemonic declines
and the U.S. become evident.

Though an alliance with a corporation is different from an alliance with
another state, such a move should not be completely unexpected. Taylor (1993)
arguesthat it isimpossible for another state hegemony to rise, and instead an
“ultra-hegemony” may form from the cooperation of core agencies around the
world —i.e., core corporate and bureaucratic processes united through a world
city network (Taylor, 1996). Such a monumental conclusion is certainly not
possible from the case here, but hopefully further evidence may be cumulated to
either give credenceto or falsify such a hypothesis. What is certain is that
cyberspace has ushered in a dynamic new geography for resistance against the
world hegemony, a geography that necessitates adaptation on the part of the
United States, and that has induced atype of spatial dementiain regards to
strategies and philosophies of national security and homeland defense, as being
the hegemony of aterritorial metageography hinders adaptation to networked
threats.
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